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1.  Operator of the platform and responsibility for your personal data

We, the Fraunhofer-Arbeitsgruppe fir Supply Chain Services SCS (Fraunhofer Center for
Applied Research on Supply Chain Services SCS) at the Fraunhofer-Institut fiir Integrierte
Schaltung IIS (Fraunhofer Institute for Integrated Circuits 11S), Am Wolfsmantel 33, 91058
Erlangen (hereinafter referred to as “operator”) are the operators of the platform found on
www.limmo-online.de.

Both the Fraunhofer-Arbeitsgruppe fiir Supply Chain Services SCS and the Fraunhofer-
Institut fir Integrierte Schaltungen IIS are part of the Fraunhofer-Gesellschaft zur Forderung
der angewandten Forschung e.V. (Fraunhofer Society for the Advancement of Applied
Research), Hansastrasse 27c, 80686 Miinchen and as such have no separate legal status.

We are responsible for the collection, processing and use of your personal data in
accordance with the EU General Data Protection Regulation (EU-GDPR), the German Federal
Data Protection Act (Bundesdatenschutzgesetz, BDSG) When you visit our platform, we are
also service providers according to the terms of the German Telemedia Act
(Telemediengesetz, TMG). How we collect and use your personal data complies with the
relevant data protection regulations, specifically the German Federal Data Protection Act
and the German Telemedia Act.

You can reach the data protection representative of the Fraunhofer Institute at the above
address c/o Data Protection Officer or at datenschutz(at)zv.fraunhofer.de

Please feel free to contact the data protection officer directly at any time with your
questions concerning your data protection rights and/or your rights as affected person.

We take the protection of our customers’ personal information extremely seriously. The
following explains which personal data will be collected and stored when you visit our
website or use the services provided via our platform. We will also provide information on
how your personal data will be used and your rights regarding the use of this data.

2.  Scope and purpose of data collection

a)  when you visit our platform

Each time you access our platform on www.limmo-online.de, the cloud servers used by

1&1 Internet SE will temporarily store your visit in a log file. The following data is recorded,

without any action on your part, and then stored before being deleted after 30 day
automatically:

- IP address of the computer accessing the servers,
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- Date and time of access,

- Name and URL of accessed file,

- Website from which access was initiated,

- Operating system of your computer and the browsers used,
- Country from which access was initiated.

This data is collected and processed solely to enable you to use our platform (establishment
of a connection), to ensure continued system security and stability and to help us to
optimise our website as well as for internal statistical purposes. The IP address will only be
analysed if the platform’s network infrastructure is accessed and used for statistical
purposes.

b) when you register on our platform
When you register on our portal, we will collect the following personal data from you:

User’s form of address, title, first and surname;

Company name, sector and user’s position in the company;

User’s current address (street, house number, postcode, country);
User’s current telephone number and email address;

value added tax identification number;

Type of subscription selected (regional or full version);

Preferred payment type (by invoice, credit card, bank transfer);
Billing address if different from postal address.
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This data is collected:

* to create a user account;

e to provide us with information on our contractual partners;

e for the purposes of establishing, drafting, implementing and amending contracts with
you regarding the use of our website and the services provided via the site;

e to enable us to verify the plausibility of the data as well as the legal capacity of the
user;

* to enable us to contact you should we have any questions.

e Payment details are required so that we can charge you for the services provided.

3.  Transfer of personal data

We will only pass your personal information onto third parties if we are required to do so by
law or with your express authorisation.

a)  for the fulfilment of a contract

Provided this is permitted by law and is required for the implementation of a contract with
you, your personal data will be passed on to third parties. This includes the transfer of
information to payment service providers or credit institutions to perform a payment
transaction. Third parties may only use the data they receive for the purpose for which it
was originally transferred.
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b) for other purposes

Further, we will only pass your data to third parties with your express permission, where we
are required to do so by law or for the purpose of enforcing proven third party legal claims,
and where there are no grounds to assume that there is a legitimate overriding interest not
to disclose this data.

4. Right to access, deletion and correction of personal data

a) Your rights

You may request information about your personal data at any time. A formal request for this
information must be received in writing and accompanied by proof of identity.

b) Contact details

For information on deleting or correcting your data, please write to us at
info@limmo-online.de.

5. Data security

We use suitable technical and organisational security measures to protect the personal data
we are storing against manipulation, partial or complete loss and unauthorised third-party
access. Our security measures are constantly being improved in line with technological
developments.

All data personally provided by you will be transferred to the generally accepted and secure
Standard SSL (Secure Socket Layer). SSL is a safe and proven standard, which is also used for
online banking.

You can recognise a secure SSL connection from the appended “s” at http (i.e. https://) in
the address bar of your browser, or from the padlock icon at the bottom of your browser

When you register with us, you will only be able to access your user account by entering
your personal password. You should treat your payment information as confidential at all
times and ensure you close the browser window when you have finished communicating
with us, especially if you share the use of your computer with others.

We also take company-internal data protection very seriously. Our staff and contracted

service providers are obliged to maintain confidentiality and comply with data protection
provisions.

6. Cookies
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Cookies help us in many different ways to make your use of our platform an easier, more
pleasant and more worthwhile experience. Cookies are information files automatically saved
by your web browser on your computer’s hard drive when you visit our website.

For example, we use cookies to identify you as a registered user without you needing to log
in again. Your use of cookies does not provide us with any new personal data about you as
an online visitor. Most Internet browsers accept cookies automatically. You can, however,
configure your browser so that no cookies are saved on your computer or so that a message
always appears when you receive a new cookie.

You can select a setting on your browser software to prevent cookies from being installed.
We would point out, however, that this can result in you not being able to use all of the
functions of our website.

7.  Tracking tools

For the continuous optimisation of our websites and to ensure they are tailored to the needs
of our users we analyze the user behaviour. For this purpose, pseudonymised user profiles
are created and cookies are used (see point 8). The information about your use of our
website generated by the cookie, such as:

e Browser type/version,

e Operating system used,

e Referrer URL (previous site visited),

e Host name of the accessing computer (IP address),
e Time of server request,

is sent to the cloud servers used by 1&1 Internet SE where it is then stored. The information
is used to analyse use of our website, create reports regarding website activity and to
provide further services relating to website and Internet use for the purposes of market
research and user-oriented design of these websites. Where applicable, this information will
also be passed on to third parties to the extent that these third parties are commissioned to
process the data on our behalf. Under no circumstances your IP address will be linked to
other data. The IP addresses are anonymised so that they cannot be traced back to you (IP
masking).

You can select a setting on your browser software to prevent cookies from being installed.
We would point out, however, that this can result in you not being able to use all of the
functions of our website.

8.  Your Rights as Affected Person

You have the following rights:
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According to Article 7 para. 3 GDPR, you have the right to revoke any consent declaration at
any time, which you may have given to us before. This has the consequence that we are no
longer privileged to continue the respective activity.

According to Article 15 GDPR, you have the right to demand information on your personal
data, which we have processed. In particular, you have the right to information on the
following:

- Purposes of the data processing

- The categories of personal data,

- The categories of recipients to which we transmitted/disclosed or will transmit your data
- The planned storage periods of data

- The existence of the right to correction, deletion, restriction of processing and objection
- The right to appeal

- The right to know the origin of data in the event that we did not collect these data

- The right to meaningful and detailed information on the existence on automated decision-
making including profiling

According to Article 16 GDPR, you have the right to the correction of incorrect and/or the
completion of incomplete personal data in storage at the Fraunhofer Society

According to Article 17 GDPR, you have the right to the deletion of your personal data
providing the deletion does not interfere with the execution of the right to the free
expression of opinions and with the compliance with legal obligations, providing the deletion
is not against public interest and providing the deletion does not hamper the enforcement,
execution or defence of legal claims

According to Article 18 GDPR, you have the right to restrict the processing of your personal
data if you contest or challenge the accuracy of these data, the processing of the data is
illegal but you reject the deletion of these data and we no longer need the data while you
still need the data to enforce, execute or defend legal claims or you have raised an objection
against the data processing according to Article 21 GDPR

According to Article 20 GDPR, you have the right to receive the personal data you provided
to us in a structured, well-established and machine-readable format or to demand the
transmission to another authority and

According to Article 77 GDPR, you have the right to complain to a superior authority. As a
rule, you may find such authority at your place of residence, your workplace or our company
domicile.

9. Information on your Right of Objections according to Article 21 GDPR

You have the right to object at any time against the processing of your personal data, based
on Article 6 para. 1, lit. f GDPR (data processing in the public interest) and Article 6, para. 1,
lit. e GDPR (data processing based on fair balancing) for reasons, which arise from your
specific situation. This shall also apply to the profiling as prescribed by Article 4 No. 4 GDPR,
which is supported by this provision.
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Once you file an objection, we will no longer process your personal data unless we can
establish compelling evidence, which is worthy of protection and outweighs your interests,
rights and privileges, or unless the processing serves the enforcement, exercise or defence of
legal claims.

To the extent that your objection addresses the processing of data for direct advertising, we
will stop the processing immediately. In this case, citing a special situation is not required.
This shall also apply to profiling in as far as it does not relate to such direct advertising.

If you like to claim your right to object, an email to datenschutz(at)zv.fraunhofer.de will
suffice.

10. Updates to our Privacy Policy
This is our current Privacy Policy. It was last updated in June 2018.

The further development of the platform or any changes to legal or official requirements can
necessitate changes to this Privacy Policy. You can download and print out the current
Privacy Policy from our website (www.limmo-online.de) at any time.

11. Severability

Should individual provisions of this data protection declaration be or become invalid either
in part or in its entirety or prove infeasible at any time, this shall not affect the remaining
provisions of this data protection declaration. This shall apply accordingly to gaps in this
declaration.

12. Links to Websites operated by other providers

Our Web pages may contain links to other providers’ Web pages. We would like to point out
that this statement of data protection conditions applies exclusively to the Web pages
managed by the Fraunhofer-Gesellschaft. We have no way of influencing the practices of
other providers with respect to data protection, nor do we carry out any checks to ensure
that they conform with the relevant legislation.



